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Foreword
In the Netherlands, a wave of
experiments is being conducted with the
use of data and digital technologies for
solving problems in public space. These
experiments give rise to a number of
different questions, both in government
circles and among citizens. Who owns the
data that is being collected in public
space? How can you, as resident or visitor
in that space, take more control over data
and technology? How can we as
government get the most out of data and
technology while at the same time
protecting our social values?
These questions bring one thing into sharp relief: the need to come together and
talk with each other, as government and citizens, to agree on the ground rules for a
socially appropriate use of data and technology in public space. This is why NL
DIGITAAL: Data Agenda Government presents the project Appropriate use of data in
public space, with the goal of identifying opportunities to innovate, advance the
appropriate use of data in public space, and to open the dialogue with each other,
because this is a dialogue that we will need to continue on an ongoing basis. I
consider it important to make sure that everyone can participate in this dialogue
and that no one will be excluded.

When I attended the first dialogue on appropriate use of data in public space, in
Eindhoven in 2018, the questions the public raised struck me profoundly. Questions
like “How do we ensure that the use of data does not lead to discrimination?” and
“What is the real relationship between security and privacy?” These are examples
of the justified questions that we began working on immediately.
From public dialogue groups through academic essays to new policy proposals.
With practical examples to serve as inspiration. This collection, and even more so
the road to it, has been a combination of thoroughness and innovation. I am
convinced that this working method is what is needed in this day and age, as the
pace of technological developments that we are confronted with every day
continues to accelerate. Meanwhile, the tools that we as government have at our
disposal (like policy and legislation) place more emphasis on prudence and
diligence than speed. This project builds a bridge between these two worlds.
To continue the dialogue on what is possible, what is acceptable, and what is
justifiable when it comes to use of data in public space.

Raymond Knops
Minister of the Interior and Kingdom Relations
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Introduction
In March 2019, the Dutch Ministry of the Interior and Kingdom Relations presented
the NL DIGITAAL: Data Agenda Government to the House of Representatives.
This agenda concentrates on data use within society and particularly focuses on
correct and responsible data use by the government. The Ministry of the Interior
and Kingdom Relations has committed itself to this agenda and plans to further
implement the results of the activities described therein. The Data Agenda
Government sets out a variety of lines of action for the next three years, one of
which is the ‘Appropriate use of data in public space’ project, which ties in with the
current debate concerning public values in relation to the use of data in the public
space.
The goal of this project is to establish a shared view on Appropriate use of data in
public space and a corresponding perspective for action. This will be done by
means of a series of thematic essays containing concrete policy recommendations.1
This project builds further upon the successfully completed pilot2 to inventory
bottlenecks in relation to the issue of Appropriate use of data in public space, with
this inventory serving as the basis for the themed essays. These bottlenecks were
discussed during consultations with residents, resulting in identification of the
following issues:
1. Privacy versus technology: what is possible, what is acceptable and what must be avoided.
2. A. The conflict between companies and individuals; the interests of private commercial
parties, and B. the conflict between individual interests and the collective, public interest.
3. The degree of transparency and interpretability of data use and data collection in the public
space.
4. Purpose limitation versus reuse: the desired level of effectivity.
5. Public-private collaboration.
6. The role of the government within the smart society.

During the process of writing the essays, substantial and diverse efforts were made
to link theory and practice within public administration. A supervisory committee
was set up consisting of academic experts and experiential experts working for a
variety of government bodies. This committee identified and recognized the
aforementioned bottlenecks, played a key role in the formulation of the themed
essays and played a supervisory role by appointing a coordinator for each essay.
These coordinators then called upon their own personal networks to approach
authors for the essays. Once the selected authors had been approved by the
committee, work on the essays could begin. During the writing process, the
authors were given maximum freedom to set out their ideas as clearly as possible
based on their knowledge, experience and insight. Although academics are always
affiliated with a particular university, their views do not necessarily represent the
views of the university, important to mention is that the remaining essays have
been written in a personal capacity. The committee has met on several occasions to
discuss the progress of the project and the essays themselves, as well as to provide
feedback on the interim results.
This sextet of essays, which are based firmly on both theory and practice,
eventually led to a total of 24 policy recommendations. The final stage of the
project was the translation of these policy recommendations into concrete
proposals for policy measures and activities.3 These policy measures and activities
are at a high level of abstraction as they must take into account various contextual
factors such as the political climate and the support base (at the administrative or
other levels). In order to clearly position the various policy recommendations in
relation to one another, Leiden University’s Institute of Public Administration
developed a framework as part of an epilogue accompanying the six essays.
This framework was used for the process of concretizing the recommendations in
the essays and it also provides a number of suggestions for policy development
concerning government data use.
It is important to mention that the policy recommendations and proposed policy
measures and activities do not fully cover all of the challenges relating to data
policy in the Netherlands, although they do cover the identified bottlenecks. As a
result, this collection of essays can be seen as an initial attempt – and hopefully as
a source of inspiration for future initiatives – to tackle the challenges we face
stemming from the use of data in public space.
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Instruction:
This booklet is a summary of the collection of essays entitled ‘Appropriate use of
data in public space’, the full version of which is available online. This publication
starts with a summary of the themed essays (Chapters 1-6), all of which are
introduced with a foreword written by the coordinator of the essay in question.
The essays are then followed by an overview of all policy recommendations and a
summary of the Epilogue: Policy challenges relating to data use, written by Leiden
University’s Institute of Public Administration. This booklet concludes with
concrete proposals for policy measures and activities corresponding to the
recommendations taken from the essays.

7

References
1 One of the policy recommendations has already been put into practice via a collaborative project with
the Association of Netherlands Municipalities to develop a Model Agreement on the use of data
collected in the public space.
2 This pilot was constituted as a response to a call for collaboration on data use in public space in 2017,
from council members Ollongren (Amsterdam) and Depla (Eindhoven). They offered their ‘living labs’
environment as a space for experimentation to facilitate the learning and understanding of new
technologies and to lay new ground rules together.
3 The concrete policy measures and activities have been placed on a longlist of preparatory measures for
the Data Agenda Government 2020 and this list will be evaluated by the Data Agenda Government
sounding board and steering committee.
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Reuse of data
in smart cities
Legal and ethical frameworks
for big data in the public arena
Prof. mr. dr. ir. Bart Custers
Professor of Law and Data Science
Leiden University

Foreword

By prof. mr. dr. Sofia Ranchordas
Cities are traditionally known as anonymous places where individuals can live and work with
little social interference. Nowadays, nothing could be further from the truth in so-called smart
cities, where large quantities of data are collected on a daily basis. Although a large proportion
of the data collected relates to traffic, for example, or the city’s air quality, personal data is often
collected too, by public and private-sector parties alike.
This data is also exchanged and reused. For example, it has been reused in recent years to
‘nudge’ citizens to be more sustainable or more healthy. This use, and reuse, of data is often
motivated by technocratic reasoning. Nonetheless, the reuse of data causes problems, for legal
and ethical reasons. Can the use or reuse of data be regarded as proper if citizens’ autonomy
could be compromised?
Do local authorities have a complete overview of how data is being used and reused? Is the
reuse of data in smart cities always necessary for delivering good-quality public services?
How are public values safeguarded if data is being reused by private-sector parties?
The essay by Bart Custers analyses the legal and ethical frameworks of the use and reuse of
data in smart cities. Custers, a professor of Law and Data Science at Leiden University, is a
leading expert in the field of privacy and cybercrime. Custers makes some important
recommendations for local authorities, with a view to the appropriate reuse of data in smart
cities. Local authorities should be keenly aware of what data has been lawfully collected, and
they should actively involve citizens with digital initiatives; they should also use pilot schemes
more often.
As a legal scholar in the field of public law and digital technology, it has been particularly
enriching for me to be part of the supervising committee and to reflect on both the
opportunities and the risks associated with data collection and the reuse of data in smart cities.
Professor Sofia Ranchordas
Professor of Law, University of Groningen
Member of the Supervising Committee
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Summary

About the author

Smart cities are urban areas where large amounts of data are collected using
sensors to enable a range of processes in the cities to run smoothly. However,
the use of data is only legally and ethically allowed if the data is gathered and
processed in a proper manner. It is not clear to many cities what data (personal
or otherwise) about citizens may be gathered and processed, and under what
conditions. The main question addressed by this essay concerns the degree to
which data on citizens may be reused in the context of smart cities. The
emphasis here is on the reuse of data.
Among the aspects featured are smart cities, the Internet of Things, big data, and
nudging. Different types of data reuse will also be identified using a typology
that helps clarify and assess the desirability of data reuse. The heart of this essay
is an examination of the most relevant legal and ethical frameworks for data
reuse.
The most relevant legal frameworks are privacy and human rights, the protection
of personal data and administrative law (in particular, the general principles of
sound administration). The most relevant ethical frameworks are deontology,
utilitarianism, and value ethics. The ethical perspectives offer assessment
frameworks that can be used within the legal frameworks, for drawing up codes
of conduct, for example, and other forms of self-regulation. Observance of the
legal and ethical frameworks referred to in this essay very probably means that
data is being used and reused in an appropriate manner. Failure to observe these
frameworks means that such use and reuse is not appropriate.

Prof. mr. dr. ir. Bart Custers is professor Law and Data Science at Universiteit Leiden.

Four recommendations are made on the basis of these conclusions. Local
authorities in smart cities must commit themselves to the appropriate reuse of
data through public-private partnerships, actively involve citizens in their
considerations of what factors are relevant, ensure transparency on data-related
matters and in such considerations, and gradually continue the development of
smart cities through pilot projects.

Appropriate use of data in public space | 10

The digital transformation,
behavioural influencing,
and the government
The slippery slope from
nudging to überveillance
Prof. dr. Wijnand IJsselsteijn
Professor Cognition and Affect in Human-Technology Interaction
Eindhoven University of Technology (TU/e)

Foreword

By prof. dr. Maurits Clemens Kaptein
The essay The digital transformation, behavioural influencing, and the government discusses
one of the (in my view) most significant consequences of data use in the public space: the use of
data to actively influence the behaviour of the public. As Full Professor of Data Science & Health
at Tilburg University and principal investigator in the Computational Personalization Lab at the
Jheronimus Academy of Data Science (’s-Hertogenbosch), I have been researching the use of
data to understand and, ultimately, influence human behaviour for many years. There are many
positive applications of the results of this research for society: for example, we have been able to
show that personalized feedback derived from data can be used to develop more effective
eHealth applications. This means that data can be used to better help people to lead healthier
lives. However, this same knowledge is also being used for more dubious purposes: for example,
the use of ‘persuasion profiling’ in online marketing is a method of behavioural influencing that
is rightly discussed critically in much literature (and indeed, I have written a good deal about
this myself).
In his essay, Prof. Wijnand IJsselsteijn of Eindhoven University of Technology describes how the
collection of data in the public space is giving us the potential to direct and control human
behaviour in the public space in increasingly effective ways. People are already familiar with the
simplest examples of behavioural influencing in the public space: during large events with many
attendees, like the Nijmeegse Vierdaagse (Nijmegen Four Days Marches), during which the
public is monitored and large video screens are used to encourage participants to avoid specific
locations.
However, there are also much subtler forms of influencing – for example, altering street lighting
to induce traffic to flow towards certain areas – that are far less known among the greater
public. With all these, it is not always clear who is turning the proverbial dials behind the
actions intended to influence behaviour in the public space, nor is it always clear what data is
being collected, from whom and by whom, in order to make the technology work. These points
are particularly salient to the collective debate we need to have when it comes to the public
space.
Based on his extensive body of research into the way in which technology influences people, and
ways to help users understand the technology they use, Prof. IJsselsteijn presents new insights
into the use of data in the public space. I daresay that there is no one more knowledgeable or
more experienced in this area than Wijnand.
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For myself, my participation in the Supervisory Committee for Appropriate Data Use in Public
Space was extremely valuable. It was encouraging to see how the public sector, academia and
industry could bring their various perspectives to the table and put their heads together on this
important and charged subject for society. I personally learned a lot from the discussions, and
can fully endorse our recommendations, many of which I would never have been able to foresee
before we began this process. I hope that you, as reader, will feel the same.
Maurits Clemens Kaptein
Full Professor of Data Science & Health, Jheronimus Academy of Data Science (JADS)
Member of advisory committee

About the author

Summary
The digital transformation of society is a fast-moving process that is
fundamentally changing the world we live in. It is something the public sector
must be at the forefront of, because it introduces both unprecedented potential
and new challenges for society. A few pioneering cities are experimenting with
digital technology in the public space, in smart city projects and in living labs, to
both increase the efficiency of government services and to improve the
liveability and sustainability of the urban environment. In areas of active
prevention policy (safety, public health, environment), the government is
considering the potential for the use of digital resources in the public space, such
as sensors, ‘big data’ applications and artificial intelligence to measure, predict
and influence the behaviour of the public.
These can be applied in a wide range of interventions; examples include smart
street lighting used to prevent aggression, or an interactive park walk designed
to encourage an active lifestyle. The actions used to influence behaviour are
referred to as ‘persuasive technology’ or ‘nudging’, and the ideas behind them
are broadly derived from the field of psychology. The potential to influence
behaviour in the public space using digital technology comes paired with a host
of sometimes difficult technical, social, legal and ethical considerations. How,
and to what extent, should the government be allowed to use public data flows,
artificial intelligence and psychological persuasion techniques to influence the
public’s behaviour towards the desired? And how must the government regulate
itself when faced with the temptations of power and control that comes along
with the digital transformation?
In this essay, I will take a close look at the potential and limitations of the digital
technology being used to influence behaviour, and consider the ethical questions
that arise when a government starts down the slippery slope from nudging to
überveillance. Along with a critical analysis, this essay will also propose solutions
based on participatory design and digital literacy.

Wijnand IJsselsteijn is Full Professor of Cognition and Affect in Human-Technology Interaction
and academic director of the Center for Humans & Technology at Eindhoven University of
Technology (TU/e).
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Public governance of
experimental
data & algorithms
Recommendations for a national algorithm
register and reporting framework
Prof. dr. Gerd Kortuem
Professor of Internet of Things
Delft University of Technology

Foreword
By Theo Veltman

Prof. Gerd Kortuem and I have met several times within the context of our involvement with the
City of Amsterdam. He is a friendly, modest, highly skilled and influential scientist and is also
one of the people responsible for overseeing the vital and all-encompassing field of technology.
He brings extensive knowledge and substantial experience to this role and expertly applies it to
the issues faced by humanity in today’s digitized world. This expertise is also clearly reflected in
his essay.
Gerd’s research focuses on the Internet of Things: the design and use of data, algorithms and
smart devices as important building blocks for intelligent products and services. He is a member
of the AITech initiative, which seeks to establish meaningful human control of autonomous
intelligent technology. Gerd is a professor at Delft University of Technology, where he is Chair of
the Internet of Things within the Faculty of Industrial Design Engineering as well as being
affiliated with the Amsterdam Institute for Advanced Metropolitan Solutions (AMS).
In my opinion, ‘Inappropriate Data Use in Public Space’ is an important issue as our freedom
– a vital cornerstone of society – is under threat from the ever-increasing digitization of society:
the freedom to go about our lives without our movements being monitored or registered, the
freedom to do as we wish without being constantly supervised, and the freedom to form our
own opinions without unwanted and imperceptible influencing of our decisions and views.
All of these freedoms are currently under threat. Digitization undoubtedly creates a wealth of
opportunities and benefits. It provides everybody with access – at any time and in any place –
to all the information they need to develop themselves personally and professionally: a benefit
that we must ensure is available to all. However, inappropriate data use is an undesired side
effect and we must do everything we can to minimize it.
My participation in the Supervisory Committee for Inappropriate Data Use in Public Space
taught me how we can learn from one another. Being a part of this group of driven and highly
skilled experts gave me a great deal of energy and gave me many new insights.
Theo Veltman
Member of the Supervisory Committee
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Summary
Data and algorithms have taken on a defining role in society. They affect what
news we read online, how traffic is routed throughout a city and how we relate
to each other. Increasingly, companies and governments use machine learning
techniques to automate decisions with significant human and societal
implications, for example in policing, criminal sentencing and social services.
However, the algorithmic decision-making is being criticised for its potential to
increase bias and discrimination, and its lack of transparency and accountability.
Thus, one of today’s key question for governments is how to govern the design,
development and use of data and algorithms in society to maximise public
benefits and promote public values.
Effective governance data and algorithms is difficult for a variety of reasons.
First, the sophistication and complexity of algorithms is rapidly rising to a point
where even computer experts have problems understanding how algorithms
operate and how they make decisions. Second, the increasing adoption of
automated machine learning tools and self-learning algorithms is leading to
algorithmic systems that are rapidly evolving in unexpected and often
unpredictable ways. Third, the impacts of data-driven algorithms on society are
wide and far-ranging, and are impossible to predict a priori, before such systems
are actually deployed in society. For these reasons, Living Labs (Schuurman,
2015) play a key role in the experimental development of data and algorithms.
In this article, I investigate ethical questions of data and algorithm
experimentation and develop recommendations for a national framework for
data and algorithm governance comprised of five components: 1) an Algorithm
Reporting Initiative, with the aim of documenting and tracking the societal
value and risks of algorithm projects across the Netherlands; 2) a National
Algorithm Register with the aim of enabling effective comparison and
assessment of data and algorithm initiatives across the Netherlands; 3) a Public
Algorithm Forum with the aim of enabling public stakeholders to debate,
critique and contest the operation, use and outcomes of data and algorithm
initiatives; 4) a Data and Algorithm Institute to drive the development of
knowledge, approaches, tools, infrastructures and standards for ethical and
accountable use of algorithms; and 5) a National Data and Algorithm Skills

Agenda to ensure that all stakeholders (from citizens to organisations) are
sufficiently skilled to participate in the new data and algorithm economy.
These recommendations are informed by several key sources, including Van de
Poel’s Experimental Ethics (van de Poel, 2016), the FAT/ML “Principles for
Accountable Algorithms and Social Impact Statement for Algorithms”
(Diakopoulos et al., 2018) the “Integrated Reporting” framework (Banerjee, 2019;
Eccles & Krzus, 2015), a widely adopted framework for tracking and reporting on
financial and non-financial value creation of public and private organizations,
and NESTA’s work on AI ethics and governance (Mulgan, 2016).

About the author

Prof. dr. Gerd Kortuem is Professor of Internet of Things at Delft University of Technology.
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The need for a digital
environmental strategy
From principles to practice

Foreword
By Aantink Yeh

Wat
weofdoen
The introduction of new technologies and the collection and
usage
data in public space often
raises challenging technical, social, legal and/or ethical issues. Municipalities (among other
bodies) are not only responsible for ensuring an open, safe and secure physical environment,
they must also safeguard the accessibility, safety, security and appropriate use of digital public
space.

Dr. Jiska Engelbert
Senior researcher
LDE Centre for BOLD Cities

As an Innovation Advisor at VNG Realisatie (part of the Association of Netherlands
Municipalities), I am coordinating the development a set of common principles for Dutch
municipalities to give them direction and tools to fulfil this responsibility.

Prof. dr. Liesbet van Zoonen
Academic director
LDE Centre for BOLD Cities

At the same time, we are seeing a wide range of similar initiatives both in the Netherlands and
abroad to implement public values into the ever-increasing process of digitization. The Centre
for BOLD Cities, a research group set up by Leiden University, Delft University of Technology
and Erasmus University Rotterdam, specializes in digitization and data use in cities with a
particular focus on the aspect of ethics and the perspective of the local population. For this
reason, I have asked Dr Jiska Engelbert and Prof. Liesbet van Zoonen to conduct research about
these and other initiatives to embed public standards and values as well as the effect that they
will have on government bodies in the Netherlands.
The meetings that we have had with the supervisory committee in order to establish this
collection of essays have shown how important it is for scientists and policymakers to maintain
continual dialogue, although theories and meetings alone are not enough. This essay (as well
as the others in the collection) will help us to further develop our principles and follow-up action
by giving greater insight into the how and the why of other initiatives and required instruments
and measures. Having principles is all well and good, but they only have value if we follow
through on them.
Aantink Yeh
Smart City Consultant at VNG Realisatie
Member of the Supervisory Committee
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Summary

About the authors

This essay analyses the panoramic landscape of principles for the digital society
that has emerged over the past five years. We find, firstly, a difference between
principles that cover ethics, data quality and standardization; secondly, we argue
that most of them are designed and formulated rather inconsequentially in the
form of human rights to which nobody could object. A third characteristic of the
landscape is that practically none of the principles have resulted in verifiable and
enforceable measures. Nevertheless, they do represent a departure from
exclusively economically oriented discourse concerning standardization that we
have also observed and which has no place for citizens or other civic
stakeholders in society. Finally, the set of principles mainly concerns general
processes of digitization and rarely contains regionally or locally formulated
goals.
We use two examples (citizens’ measurements of noise pollution around
Schiphol and political protest against smart lampposts in Utrechtse Heuvelrug),
to show that the apparently harmonious context within which the ethical and
quality principles and the ambition for standardization circulate, conceals
important social oppositions (e.g. between the business sector, government
bodies and citizens) and does not provide the responsible administrative bodies
with clear tools to choose between opposing interests or bring them together.
This is partly due to the fact that citizens and other parties often only become
aware of digital solutions after they have been implemented, at which stage they
have no other options than to accept or oppose. The principles, however,
suggest strongly that digital solutions need to be developed, from the start, in
collaboration with all societal stakeholders. Therefore we propose, in the final
part of this essay, to ask local governments to complement their Environmental
Strategy with a Digital Environmental Strategy.

Dr. Jiska Engelbert is Senior researcher at
LDE Centre for BOLD Cities.

Prof. dr. Liesbet van Zoonen is Academic
director at LDE Centre for BOLD Cities.
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AI in the
digital society
Quality of algorithms
and decision-making
Prof. dr. Eric Postma
Professor of Artificial Intelligence
Tilburg University

Foreword
By Ran Haase

In 2015, we in Eindhoven were thinking about what the role of the municipality should actually
be when it comes to collecting data in the public space. The reason for this was that, to an
increasing degree, we were being confronted with a range of different parties that wanted to
collect data about visitors to the city. Our thought experiment took us through fundamental
questions about the public interest that we, as municipality, stand for: questions about
ownership of data, fundamental rights, the value that can be created with data and the interest
of the local resident. Ultimately, this process led us to the Open Data Principles and the IoT
Charter. These principles were then developed into the ‘Ground Rules for the Digital City’
(Spelregels voor de Digitale Stad) in Amsterdam and Eindhoven, designed to offer a game plan
for equitable data use.
Thankfully, since that time ideas surrounding data use have not been standing still. The debate
on data and (more recently) AI is making greater and greater inroads into all manner of
domains within the municipal landscape. The opportunities and challenges are becoming
increasingly clear, but remain quite difficult for many politicians, public officials and individuals
in society to really understand. Be that as it may, over the past year we in the world of municipal
government have been seeing growing calls for ethical considerations in big data projects.
It is gratifying to see that the Ministry of the Interior and Kingdom Relations has taken the
initiative for the living lab on appropriate data use, and that the Ministry was fortunate enough
to find Prof. Eric Postma willing to write the following essay. Prof. Postma is a full professor in
the Department of Cognitive Science & AI at Tilburg University, and at the Jheronimus Academy
of Data Science (JADS) in ’s‑Hertogenbosch, a partnership between Eindhoven University of
Technology and Tilburg University. His research focuses on the development and application of
machine learning in the automatic recognition of images and signals.
I heartily endorse Prof. Postma’s recommendations: AI must not develop in a vacuum. There is a
need for investment in top-level research. At the same time, we need to be having a debate
about the ethics and legal and ethical principles of the society we want to be.
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This is why it is important for the government to invest in knowledge development among
politicians and policymakers, to allow them to make their contribution to this debate in a
meaningful and responsible way. Prof. Postma’s recommendations are important steps in a
debate that we have to be having, and keep having into the future.
Ran Haase
Legal advisor, Municipality of Eindhoven
Member of the supervisory committee

About the author

Summary
This essay is intended to present a level-headed look at artificial intelligence (AI)
and its role in the society of today and the future. Its emphasis will be on the use
of data and AI algorithms in the public space. It attempts to answer the question
of how to avoid data use gone wrong and bad applications of AI algorithms in
our society.
After an introductory consideration of algorithms, machine learning, and the
recent ‘AI revolution’, it will go on to discuss: (1) the difficulties policymakers face
in understanding all aspects of AI and responsible data use, (2) the AI revolution
as both a technical and social revolution, which calls for an interdisciplinary
approach, (3) the crippling shortage of professionals in a wide range of domains
with adequate knowledge of the potential and risks of AI algorithms, and (4) why
certification of AI algorithms by an independent body is necessary.
On the basis of these determinations, five policy proposals are formulated.
These are: (1) give politicians and policymakers regular education and training on
data use and the emerging advances in AI in relation to their social and legal
aspects, (2) invest in education and training to produce interdisciplinary
professionals to address the crippling shortage in this area, (3) improve the
circumstances for AI researchers in order to stop the brain drain of researchers,
(4) invest in research to facilitate the transition to an equitable digital society,
and (5) the government should consider making review of AI algorithms
mandatory in order to minimize the risk of abuses and wrongdoing.
Implementing these policy proposals can help prevent things from going wrong
as our society embraces the application of AI algorithms.

Prof. dr. Eric Postma is professor Artificial Intelligence at Tilburg University and Jheronimus
Academy of Data Science (JADS) in ‘s-Hertogenbosch.
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Data makes the
world go round
Proposal for research into three
policy instruments designed to
strengthen (digital) autonomy
Theo Veltman and Rob van Kranenburg

Foreword

By Peter van Hoesel
A total of five essays were planned as part of the ‘Appropriate data use in public space’ project.
Following the meeting of the supervisory group in mid-July, where a broad outline of all the
essays requested was presented, one aspect was found to be missing: the question of security
and the individual in the digital sphere, both today and in the future. Although the original
intention was not for the leaders of the supervisory committee to write an article themselves,
after consulting with the Ministry of the Interior and Kingdom Relations, who commissioned
the work, a change of plan was agreed. Just before the final meeting of the supervisory
committee, Rob van Kranenburg and Theo Veltman submitted a sixth essay, which the
committee was pleased to receive and review.
The committee views this sixth essay as a good addition to the collection, not just due to its
content but also because it can be read as a genuine appeal from within the professional field
– from the ‘front line’, written by those who work in the sometimes messy field of real-world
practice. This contribution is not intended to be a scientific analysis; indeed, it is rooted in
real-life practice. But this is exactly why it complements the five other essays so nicely: the other
five essays have all been written as scientific analyses, with references to practice included where
necessary.
Theo and Rob know each other from the world of innovation in and around Amsterdam.
They share a passion when it comes to promoting the freedom of the individual to be digitally
mobile, unmonitored and free of unsolicited influences, in buildings and in the public space. At
the same time, they believe that everyone should also be able to derive the maximum benefit
from digital technology. This requires the right balance between security, on the one hand, and
convenience, utility and pleasure on the other. That balance is the subject of this article.
Rob and Theo both have a broad background and experience when it comes to people,
technology and organizations. Both have made enough real-life errors (or near-errors) over the
course of their careers to have learned a great deal. They are familiar with different aspects of
digitization, from the perspective of different roles. Their knowledge, experience and insights are
complementary.
Peter van Hoesel
Professor Emeritus in Public Administration, Erasmus University Rotterdam
Chair of the Supervisory Committee
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Summary
Much has been written about the subject of risk in the digital realm in recent
times. Occasionally, it is not easy to discern any coherence, let alone concrete,
tangible recommendations. However, this essay makes three clear
recommendations regarding policy measures. Before these are presented, a
contextualizing summary is provided with respect to data – digital platform –
people’s preferences and societal developments.
The key question of this essay is by what means (digital) autonomy can be safeguarded
in a world where data – and therefore knowledge, money and power – are becoming
increasingly concentrated. Ever more personal data is being collected through the
internet and in the public space. As a result, it is possible to acquire a great deal
of information about individuals and to influence them, unnoticed, in their
preferences and choices. Notwithstanding this, the protection of personal data is
a fundamental right in the Netherlands (constitution, article 10, paragraph 1) and
in the EU.

2. An investigation of the options and feasibility of realizing embedded hardware: a
‘data kill switch’ in smart devices such as sensors, with the collection of personal
data set to ‘off’ as standard. By default, it would only be possible to collect data
that is anonymized and which has been identified as necessary to preserve public
order and security and manage the city’s public space.
3. An investigation of the options for and utility of setting up a ‘data safety label’
system overseen by a democratically established independent institute with a
legal mandate to actively prevent and, if necessary, act against data theft and
misuse, in order to supplement the General Data Protection Regulation (GDPR).

The key question of how to safeguard (digital) autonomy has no simple answer.
Like the Rathenau Institute, the authors believe that a change of mindset is
required, and a shift towards a world in which values play an increasingly central
role. However, this is a long-term process. And the time to act is now. It is
necessary to act ‘now’ in order to continue to make the most of the benefits of
technology without jeopardizing individual autonomy. It would be wise to limit
the monopoly position of large organizations, the digital platforms, and to
strengthen the position of the individual, while this is still possible. This will
require a concerted effort, including at the international level. In this article, the
authors recommend three measures to strengthen individuals’ control over their
own personal data and to prevent the improper use of data by organizations
that collect data in the public space of the city, namely:
1. The creation of a national, independent and open digital trust infrastructure in
order to identify, authenticate and authorize (the collection of) personal data,
accompanied by the required governance structures, based on existing
building blocks such as Tippiq and Irma. The white paper (Dunnen et al., 2019)
can serve as a starting point.
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Overview of policy
recommendations
from the essays
Reuse of data in smart cities
Legal and ethical frameworks for big data in the public arena
Prof. mr. dr. ir. Bart Custers
1. Local authorities in smart cities must commit themselves to the appropriate
reuse of data through public-private partnerships.
2. Local authorities must actively involve citizens with the factors to be considered
in relation to smart cities
3. In the case of smart cities, local authorities should ensure transparency in
relation to data and factors under consideration.
4. Local authorities should use pilot projects to further develop smart cities.

The digital transformation, behavioural influencing, and the
government
The slippery slope from nudging to überveillance
Prof. dr. Wijnand IJsselsteijn
1. If the government wishes to use technology for the purposes of behavioural
change in the public domain, this must be done transparently, on the basis of
democratic decision-making, ethical review and scientific evidence, and with the
explicit involvement and consent of the parties that this technology is going to
affect either directly or indirectly. Here the government must at all times
communicate proactively, openly, comprehensively and honestly about the
digital transition in the public domain, or the plans in that direction, at all levels
– from national and provincial to municipal and at the level of the community.

2. Engage all the parties that are affected by digital behavioural influencing in the
public space, whether directly or indirectly, through a process of participatory
design. Start this at an early stage and keep it going throughout the process.
Make the extra effort to give the most vulnerable groups in society an active
voice in this process. Also consider ethical values in the design. The government
has the primary responsibility for organizing this process, together with its social
partners.
3. The government must increase its digital competences and as part of this inform
itself properly of the potential and limitations of the most recent forms of digital
technology. A technologically naïve government is easy prey for bad actors, a
bad partner for industry, and a failure as a guardian of the public interest.
4. Data ownership and the privacy of individuals in the public space must be
respected and protected. The government must eschew unproven, unsafe or less
than robust technology. Unintended, unforeseen or illegal use of the technology
and the data must be monitored and regulated at all times.
5. The government must provide for a constructive/critical opposing voice from
society. This all must come along with major investments in the digital literacy of
the public, including more attention to the latest technological advancements
and how these will affect the fundamental ethical values within our digital
society. The reinforcement of technological citizenship can take on many forms,
such as debates, courses, living lab demonstrations, critical cultural projects or
speculative designs.
6. The government must organize adequate and independent critical monitoring
and supervision, and embed this in the law. Examples include an ongoing
process of encouraging and organizing the values debate, discussing relevant
ethical and legal precedents, and review of legal, ethical and governance
frameworks through elected representation at all levels (municipal and
provincial councils, the Upper and Lower Houses of Parliament). It is also
important to keep civil society and relevant advisory bodies engaged at all times
and to augment the role and position of regulatory authorities. This also means
overseeing coordination across enforcement domains.
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Public governance of experimental data & algorithms
Recommendations for a national algorithm register and reporting framework
Prof. dr. Gerd Kortuem
1. Set up an Algorithm Reporting Initiative with the aim of documenting and
tracking the societal value and risks of algorithm projects across the Netherlands.
2. Develop a National Algorithm Register with the aim of enabling effective
comparison and assessment of data and algorithm initiatives across the
Netherlands.
3. Develop an Algorithm Forum with the aim of enabling public stakeholders to
debate, critique and contest the operation, use and outcomes of data and
algorithm initiatives.
4. Establish a Data and Algorithm Institute to drive the development of national
approaches, tools, infrastructures and standards for ethical and accountable use
of algorithms.
5. Develop a National Data and Algorithm Skills Agenda to ensure that all
stakeholders (from citizens to organisations) are sufficiently skilled to participate
in the new data and algorithm economy.

The need for a digital environmental strategy
From principles to practice
Prof. dr. Liesbet van Zoonen and dr. Jiska Engelbert
1. Municipalities need to develop a digital environmental strategy in co-creation
with members of the public, civil servants, the private sector and other
stakeholders, in direct analogy with the physical environmental strategy,
before they start with tangible digital or data projects.

AI in the digital society

Invest in the programmes that will produce them now to eliminate the already
existing shortage in such professionals.
3. Try to stop the brain drain of researchers by improving conditions for AI
researchers.
4. Invest in research to facilitate the transition to an equitable digital society.
5. An independent body to screen AI technology for the aforesaid statistical
principles will prevent abuses. As machine learning algorithms are continually
upgraded, periodic review is needed. The government should make review
mandatory in order to minimize the chance of abuses.

Data makes the world go round
Proposal for research into three policy instruments designed to strengthen (digital)
autonomy
Theo Veltman and Rob van Kranenburg
1. The creation of a national, independent and open digital trust infrastructure in
order to identify, authenticate and authorize (the collection of) personal data,
accompanied by the required governance structures, based on existing building
blocks such as Tippiq and Irma. The white paper (Dunnen et al., 2019) can serve
as a starting point.
2. An investigation of the options and feasibility of realizing embedded hardware: a
‘data kill switch’ in smart devices such as sensors, with the collection of personal
data set to ‘off’ as standard. By default, it would only be possible to collect data
that is anonymized and which has been identified as necessary to preserve public
order and security and manage the city’s public space.
3. An investigation of the options for and utility of setting up a ‘data safety label’
system overseen by a democratically established independent institute with a
legal mandate to actively prevent and, if necessary, act against data theft and
misuse, in order to supplement the General Data Protection Regulation (GDPR).

Quality of algorithms and decision-making
Prof. dr. Eric Postma		
1. Give politicians and policymakers regular training on the subject of data use and
the emerging developments in AI in relation to social and legal aspects.
2. The digital society will require professionals who are equally at home on both
the technological side and the human and social side of AI.
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Epilogue:

Policy challenges
relating to data use
Dr. Sarah Giest
Assistant Professor
Prof. dr. ing. Bram Klievink
Professor of Digitalization and Public Policy

Summary
Policymaking in an area as dynamic and ever evolving as government data use is
challenging. Because of this dynamic setting, there are no easy answers. In this
epilogue, we review the various recommendations made in the essays to discuss
the potential for formulating new policy. In this discussion, we will highlight how
some policy recommendations have broader-than-expected consequences. We
also argue that we need to set out the boundaries of the area we define as ‘data
use’ in more detail. In light of these uncertainties, we call for an adaptive policy
based on a polycentric and co-regulatory approach. This epilogue presents this
approach, which is essentially a combination of several analytical frameworks.
Applying our approach, we present a procedural policy framework on which a
substantive policy framework can be built in the coming years. In this proposal,
major stakeholders will have a role by converting their experiences about data use
into policy.

Prof. dr. Bernard Steunenberg
Professor of Public Administration
Institute of Public Administration
Leiden University
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Proposals for
policy measures
and activities
The policy recommendations set out in the essays laid the foundations for the
following policy measures and activities, which were subsequently formulated in
accordance with a scientific framework developed by Leiden University’s Institute
of Public Administration. At the time of writing, the policy measures and activities
have been placed on a longlist for the preparation of the Data Agenda Government
2020. The recommended measures and activities will be evaluated by the Data
Agenda Government sounding board and steering committee.

Policy proposals
1. Investigate of whether the Integrated Impact Assessment Framework for policy and
legislation (the IAK) is up to date concerning the issue of digitization in the public sphere.
Up-to-date assessment frameworks are an essential precondition for the active
involvement of stakeholders (including citizens) in deliberations and the
provision of information to all stakeholders. Useful instruments in this regard
include the Code of Good Digital Administration, the Corporate Social
Responsibility Tool Box or the Social Dialogue programme. Digitization has
changed the range of stakeholders in the public space, especially in relation to
ethical aspects. In the past, tech companies were solely digital entities, but they
have since moved into the public space. As a result, the ethical dilemmas of
digitization seem to transcend the GDPR and other laws. Readjustment of the
IAK can provide concrete reference points whilst maintaining sufficient flexibility
at the local level to ensure solutions are found to specific dilemmas.1 By
extension, there is a lack of assessment frameworks at the executive (municipal)
level due to the digitization of public works such as bridges and tunnels.
As a result, the IAK should be evaluated to ensure it is up to date.

2. Organize a social debate on the issue of AI involving collaboration between researchers,
developers, policymakers, citizens, etc.
Subjects that could be discussed in this regard include:
• Development of an Algorithm Reporting Framework (as well as a hotline)
• Establishment of a National Algorithm Register, linked to an Algorithm Forum
• Formulation of an AI Skills Agenda for educators, politicians and policymakers2
• Examination of the impact of digitization of the public space on citizens’
fundamental rights
• Examination of the opportunities for certification of AI algorithms (quality
mark for data safety)
3. A. Investigate how the public debate concerning data use in the public space can be
incorporated into the process of innovation (during policy development and/or the execution
of public duties) from the very start.
This relates to issues such as reinforcement of local governance and the use of
design principles (such as user-centred and value-sensitive design) at the start of
the process. Periodic evaluation featuring citizen involvement is clearly an
essential aspect for the innovation process.
Such evaluations could be carried out as part of a collaboration between central
and local government bodies, private parties and the academic community. It is
vital that theory is implemented into practice, a process that will be conducted in
living labs which offer testing grounds for experimentation. It is worth
investigating whether this can be done in conjunction with existing initiatives or
planned new initiatives. Living labs, with their case-specific settings and
involvement of stakeholders with a wide range of interests, are particularly
well-suited to this kind of interconnection.
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3. B. Organize a platform that gives complete insight into every aspect of the pilots.
The organization of this kind of platform is compatible with measure 3A.
The purpose of this platform would be fourfold:
• An investigative role, examining issues such as ethics (e.g. codes of conduct
governing responsible processing of personal data in the public space) and
authorization of government bodies at various levels to use and reuse data
from one or more sources.
• An implementing role, e.g. via application of the Responsible Innovation Tool
Box, implementation of codes of conduct and formulation of the proposed
Digital Environmental Strategies (analogous to the existing Environmental
Strategies relating to physical public space at the local level).
• A facilitative role with regard to knowledge sharing (e.g. via scenarios for
collaborative pilots).
• An advisory role focusing on standards and values in the digital society.

Actions
1. Conduct research into technical and/or organizational solutions that guarantee the
anonymity of users and security in the public space.
This research could be conducted in collaboration with academia, the business
sector and last but not least social organizations (e.g. the Bits of Freedom
Foundation, Waag Technology & Society, etc.).
2. Conduct research into a generic trust infrastructure within the public space.
As well as inventorying and evaluating fundamental public digital infrastructure,
opportunities concerning the establishment of a national, independent and open
digital trust infrastructure for identification, authentication and authorization of
personal data, including the requisite governance thereof should be investigated.
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3. Conduct a feasibility study into the registration of sensors. At the moment, we have observed
a variety of initiatives: would it be possible to scale these up?
A variety of sensor-registration initiatives already exist at the local level.
A feasibility study into the possibilities of amalgamating these initiatives,
(federally) centralizing them under the authority of a single private, public or
public-private party, or maintaining their decentralized status could help paint a
clear and comprehensive picture of the opportunities available. In such cases,
the key focus would be the possibility of establishing a national legislative
framework for the registration of sensors (as mandated for cables and ducts by
the Exchange of Information (Overground and Underground Networks) Act
(WIBON)).
This could be organized in collaboration with the Ministry of the Interior and
Kingdom Relations, government bodies at various levels and private parties.
4. Examine possibilities for expansion and/or scaling up the Model Agreement on the use of
data collected in the public space (once it is formulated and implemented by the Ministry of
the Interior and Kingdom Relations and the Association of Netherlands Municipalities).
Expansion could include the use of the Model Agreement by all 355 Dutch
municipalities, while scaling up could involve the Model Agreement being used
by other government bodies or central government for the purposes of contracts
with commercial parties. In addition to model agreements, the scope of this kind
of process could also include aspects such as standardization, certification or
validation as well as associated standards (creation of ‘generally binding
provisions’).
References
1 One possible option is to add a section to the IAK on responsible experimentation areas (‘legal
sandboxes’) for the purposes of living labs.
2 For this purpose, a number of new initiatives have been set up at both the national (within the National
Academy for Government Digitization) and municipal levels, which can be interconnected in myriad
ways.
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